SsCPsOFT remotePROTECT v1.5 - Install and User Guide

Prerequisites:

e The device must be connected to Microsoft Active Synch.
e The Phone on the device must be switched on and functional.

Install to PC

Summary Detailed Step

Run

remotePROTECT Once downloaded double click remotePROTECT v1.5.exe or remotePROTECT v1.5 Demo.exe for the DEMO

vl.5.exe

i sCPsOFT remotePROTECT v1.5 Setup

EEX
Welcome to the sCPsOFT
remotePROTECT v1.5
Installation Wizard

[tig strongly recommended that you exit &l Windows programs
before running thiz setup progranm.

Click Cancel to quit the getup program, then cloze any programs
vou have running. Click Mest to continue the installation.

WARMIMG: This program is protected by copuright law and
international treaties.

Ilnauthorized reproduction or distriibution of this program, or any
partian af it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent poszible under law.

¢Back I MNewt> | [ Cancel J

1.

Click Next to continue.




i sCPsOFT remotePROTECT v1.5 Setup

License Agreement

Y'ou mugt agree with the license agreement below to proceesd.

SOFTWARE LICEMSE AGREEMENT

MNOTICE: CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT *#WHICH CONTAINS
RIGHTS AMD RESTRICTIOMS ASSOCIATED /ITH Y'0OUR USE OF THE remotePROTECT
SOFTWARE [THE "SOFTWARE"] AND DOCUMEMTATION PROVIDED TO USE BY <CP:OFT
["LICENSOR™). INSTALLING OR USING THE SOFTwWARE COMSTITUTES YOUR
ACCEPTAMCE OF THESE TERMS. IFY0U ["EWD-USER") DO MOT AGREE TO THE TERMS
OF THIS AGREEMENT. DO MOT INSTALL OR USE THE SOFTWARE.

THIS AGREEMEMT IS EMTERED INTO [N COMJUNCTION WITH END-USER™S PURCHASE
OF LICENSOR PRODUCTS AMD &5 SUCH THE GEMERAL AMD/OR MISCELLANEOUS
TERMS AWND COMDITIOMS OF THE PURCHASE AGREEMENT GOVERMING SUCH
TRAMSACTION WHICH ARE WOT INCOMSISTEMT WITH THE TERMS OF THIS
AGREEMENT SHALL BE INCORPORATED HEREIN BY REFEREMCE.

%) | accept the license agreement

| do mot aceept the license agresment
Wize |nztallation ‘Wizard®

{5

[ Reset ] [ < Back " et = ] [ Cancel

2. Read the license and accept the agreement before clicking Next

i sCPSOFT remotePROTECT v1.5 Setup W=l

User Information

E nter the fallowing infarmation to persanalize yaur installation.

Full Hame: FC1

Organization: |

The zettingz faor thiz application can be inztalled for the current user ar for all ugers that
ghare thiz computer. 'ou must hawve adminiztrator nights to install the settings for all
uzers, Install thiz application for;

(%) Arwone who uses this computer

(3 Only for me [PC]

Wize [natallation ‘wizard®

¢ Back ]l Mt » I [ Cancel

3.  Enter the name and organisation and click Next.




i sCPsOFT remotePROTECT v1.5 Setup M=

Destination Folder

Select a folder where the application will be installed.

The “Wize Installation “fizard will inztall the files for sCPz0FT remotePROTECT %1.5in
the following folder.

To inztall into a different folder, click the Browse button, and zelect another folder.

Y'ou can chooge not ta install sCP20FT remotePROTECT 1.5 by clicking Cancel to exit
the Yize |nstallation Wizard.

Drestination Folder

C:\Program FileshsCPsOF T

YWize [nstallation Wizard®

< Back ][ M et = ] [ Caricel

4.  Ensure this path is preserved for the software to run correctly, click Next.

i sCPsOFT remotePROTECT v1.5 Setup M=

Ready to Install the Application

Click Mest to beqin installation.

Click the Back button to reenter the installation infarmation or click Cancel to exit
the wizard.

YWize [nstallation Wizard®

< Back ][ M et = ] [ Caricel

5.  Click Next to begin the installation.




i sCPsOFT remotePROTECT v1.5 Setup €]

SCPsOFT remotePROTECT v1.5
has been successfully installed.

Click the Finish button to exit thiz inztallation.

¢ Back

6.  Click Finish to complete the install.




Install to device

The software can be started by clicking Start, Programs, sCPsOFT, remotePROTECT v1.5

Summary Detailed Step

Run
remotePROTECT 7.  Once downloaded double click remotePROTECTH.exe
Setup demo.exe

= sCPsOFT remotePROTECT Home edition

remotePROTECT Fewword Selection

Enter a keyward which will allow rematePROTECT to function. This is case sensitive and should be kept in a zafe
place.

Enzure the kepword iz 4 charaters or more

Kewwiord

Confirm Kepword

Thiz iz the keywaord that will active rematePROTECT . If the Kepword iz left as DEMOT [as above] rematePROTECT would then wark, in
the following way

IREMOTE! DEMOT [MSI
IIREMOTE! DEMOT LOCK

Lock Meszage Fazzword Retys 5|k changed Create Ingtallation

8.  Enter the Keyword that will active remotePROTECT




= sCPsOFT remotePROTECT Home edition

Device Lock Meszage

Fleaze enter a meszage that you would like displaging if the lock screen iz digplaped. this could be contact details for the device o
be returned. This iz limted b 170 Characters

Pleaze Feturn to kr Smith @zcpsaft. cam

Pazsword Pazzword Retrys SIM changed Create Installation

9. Enter the message you want to appear when the device is locked, if you ‘KILL' the device this will also be displayed
after the device has been wiped.




= sCPsOFT remotePROTECT Home edition

Pazsword Retrys

MNumber of password attempts |3_ 1-99

If the number of password attempts is exceeded, do you want to hard reset the device.
[ Hard Reset

If the LOCK. command is sent to the device then this option allows you to specify a number of passwaord attempts befare a hard reset
OCCUE

If you do nat want ta reset the device then untick the Hard Rest Option above, this will set the password attempts ta unlimited

Pazsword Lock Mezsage SIM changed Create Installation

10. Enter the password retires you would like on the LOCK screen, if the hard reset option is not selected then the
number of retires will be unlimited.




= sCPsOFT remotePROTECT Home edition

SIM Change Optiohs

The thief protect portion of thiz zoftware will not function unless the device hag a SIM. [f thiz iz a COMA device (i.e. it doez not
have a SIM] pleasze tick thiz box.

[~ CDMaA Device

Erter the telephone number pou would fike the device to return it SMS confirmations Lo, thiz iz in intermational format, E.g for UK
+44

Phiote Munnber

Pazsword Lock Mezsage Pazzword Retrys Create Installation

11. Enter the telephone number you want to be informed of if the device is stolen , this number will also receive all
confirmation SMS sent from the device after it receives a command. This number is in International format.




= sCPsOFT remotePROTECT Home edition

Create CAR file and Instal

Create Setup File

Windows Mobile 5.0 Devices FPocket PC 2003 Devices

Enit

Pazswiord Lock Meszage Pazsword Retrys SIM changed

12. Ensure the deivce is connected by active synch , click ‘Create Setup File’

This will create a text file with the information you have supplied and copy this file to the device.




= sCPsOFT remotePROTECT Home edition

Create CAR file and Instal

Create Setup File

windows Mobile 5.0 Devices Pocket PC 2003 Devices

Install to Wwindows Mobile 5.0 Pocket PC Inzstall to Pocket PC 2003 Device

Install to windows Mobile 5.0 SmartPhone

E it

Pazsword Lock Mezsage Pazzword Retrys SIM changed Create Installation

13. Click on the device type you require and follow the instructions below.




Summary

Detailed Step

Install to PDA

NOTE: Ensure that the install is done to DEVICE and not the storage card or storage area.

Installing Applications

Install "sCP=OFT RemotePROTECT" using the default application install directory?

Mo Cancel |

1.  Click Yes

Application Downloading Complete

Please check wour mobile device screen to see if additional steps are necessary to complete this installation,

Second SIM

If you use a second SIM, then follow the bellow instructions.

Summary Detailed Step

Tap
remotePROTECT
from the
Programs menu

1. First put the second SIM into the device and switch on, it will now LOCK so enter the password to gain access

to the device.
2. Tap Start, Programs, 2nd SIM




Programs o Y <1109 9

U = @ F

Motes Photo Pictures

Contacts

X W W

Pocket Excel Pocket MSMN Pocket —

Word

W
S =

Pictures  remotePR... SIM

Manager

f.. =y [ﬁl = [
skype Tasks Terminal |—
services |¥
|~

3.  Enter the password and tap ‘Enter Password’

sEPsDFT Rema ¢F T «£11:25 €3

remaotePROTECT Add SIM
Enter Kewwaord ko Add Current SIM

Enker Passwiord

123/1[2[3]4|5]6|7][8][o|0]-[=|*
Tabjawle[r[t[y[ulifo[p|I
caP[a[s[d[fa[n[i[k]I]:]"
shift z [k [c[v[b[n[m[,[|.[/]«
ctfaia] - [\ ] [L]r]e]~
Help @j

4. The update is complete




Removing remotePROTECT

Summary Detailed Step
Remove 1. Tap Start, Settings, and tap the System tab
remotePROTECT
Settings
Button Lock Certificates Clock & [
Alarms
E=E |
Device Keyboard Memory
Informatio
P E @
Microphone Permanent Power =
AGC Save
Regional Remove Screen ||
Settings Programs -
Personal | Swstem | Conneckions |
|~

2. Tap Remove Programs

Remove Programs

Programs in storage memary':

sCPsOFT RemotePROTECT
Microsoft \MET CF 2.0

Remove

Total storage memory available; SO0k

Adjust mermaory allacation,

E|A

3. Highlight sCPsOFT remotePROTECT and tap Remove




i

.5 |Settings Ti 4% 12:43

Remove Programs

= Remove Program

f The selected programm wil
1 be permanently rermoved,
Yol ray reload it from
your desktop computer,

Are yoL sure you want to
remove it?

Yes Mo

Remove

Total storage memory available; 51652k

Adjust mermaory allacation,

Remove Programs

——
ysCPSOFT R

emotePROTECT

If ywou continue you will need to
ko your uninstall password

Continue?

oK Cancel

Remove

Taotal storage memary available: SO0

Adjust memory allocation,

E|A

5. TapOK




£ /5 |sCPsOFT RemotePR «! x 5:24

reamtePROTECT Uninstall

Enter Keywaord ko remove

Enter Password

123/1[2[3[4|5]6|7][8][0[0]-[=|«
Tablg|wle[r[t][y|uli|o][p]|[
CAP[a[s[d[f[g[n[i[k[I]: "

|
—

shiftf z[R[c[v[b[n[m],[.[/]
ctlain] - [\ ] [V]t]e]=>
Help =~

6. Enter the Keyword and tap Enter Password.

sCPsOFT RemotePR 7 fx 5:24

reamtePROTECT Uninstall

sCPsOFT RemotePROTECT -... ¢

Password Correct

The device will reboot, Lse
rermnove programs to remove the
software again

123/1[2[3]4|5]6|7][8][o|0]-[=|*
Tabja[wle|r [t[y|u|i[o[p][L
caP[a[s[a[f]a[n]i[k[1]:]"

shift[z[x[c[v[b[n[m][.[.[/] <
ctlai] " [\] [e[t]e]>
Help =g |~

7. Tap OK, Once the device has reset follow the instructions from step 1.




Using remotePROTECT

Note: After a soft reset remotePROTECT will need to access the SIM card to ensure it is valid, if you have set a PIN on
the SIM and don't enter this then the device will lock after 4 minutes of activity.

In order to use remotePROTECT a text message must be sent to a device with remotePROTECT installed.

All text messages to the device must start 'REMOTE! <keyword> <command>, the table below describes the

commands.

The device will not display any of the SMS messages that are sent using the below parameters, this is so the owner does

not know you are interrogating the device.

Command

Result

IIREMOTE!! <keyword> TEST

This will send a test message to :
e  The telephone that the TEST messages
originated from
e The telephone number specified in SIM Changed.

This function enables you to test the configuration settings.

IIREMOTE!! <keyword> IMSI

Sends the IMSI of the device to the predefined telephone
number

IIREMOTE!! < keyword > IMEI

Sends the IMEI of the device to the predefined telephone
number

IIREMOTE!! < keyword > LOCK

Locks the device with the following screen
sl:PsuFT RemotePR «] «£ 2:02

Device has been locked

Erter the password to unlock,

Enter Password

123(1(2]3[4]|5]6|7[8[a|0]-[=]w
Tab[a[wle[r [ty uli]o]p
caPlafs[alf[a[n]j[k[1]:]"

shift[z[x [c[v[b[n[m[.[.[/]+
ctfaia] - [v] [4]t]e]>
Help

If the user knows the password then they can unlock the
device. Sends a notification back to the predefined number
that the device is locked.

IIREMOTE!! < keyword > UNLK

If the device is currently locked then this will unlock the
device. Send a notification back to the predefined
informing of successful command.

INREMOTE!! < keyword > KILL

Performs a HARD reset It will delete ALL information on
the SD card. USE WITH CAUTION.

Send a notification back to the predefined number
informing of successful command.

INREMOTE!! <keyword> WIPE

Wipes the SD card ONLY, sends notification back to the




predefined number.

IIREMOTE!! <keyword> BATT

Sends the % of Battery life available to the predefined
number.




Examples

The device has been set up with the password of DEMO1

IIREMOTE!! DEMO1 IMSI
IIREMOTE!! DEMO1 LOCK

If the SIM in the device is changed then a message will be sent to the telephone number defined in SIM Change, this will
also lock the device. The message will contain the IMEI and IMSI numbers of the device, if the telephone is shown then a
KILL command can be sent to the device wiping the contents.

Manual install

To complete a manual install you will need to create a setup file to be used by the installation and example setup file is
below: Note the -> after each line is information only and should not be added to the file otherwise unforeseen errors will
occur.

kil=yes -> This can be yes or no , if the number if retries has been exceeded should the device complete a full device
wipe

times=3 -> Number of password retries

timest=3 -> Same as the number of retries

Search=DEMO1 -> Keyword / Password

LockM=Please Return to Mr Smith @scpsoft.com -> The message to be displayed at the LOCK screen.

CDMA=istrue -> This can be istrue or notrue , used to tell if the device is a CDMA device or not.
cp=+447770999999 -> telephone number to return remotePROTECT requests to. Must be in International format.

PN=+447770999999 -> same as above

This file must be called setupUE.txt and placed in the root of the device in order for the install to pick this file up.

Advanced Users

If you are an advanced user and know how to access the extended ROM of your device then this section will inform you
how to install remotePROTECT automatically following a hard reset.

Copy the setupE file from \Program Files\remotePROTECT into the extended ROM, place the appropriate
remotePROTECT.CAB (Pocket PC2003, Windows Mobile 5.0 or Smart Phone 5.0) file in the same directory (this is on the
PC where the install took place C:\Program Files\sCPsOFT\remotePROTECT v1.5\<SP5 or WM5 or PPC2003>
RemotePROTECT.XXX.CAB )

The setupE file contains your current SIM information (IMSI number) so after the reinstall will automatically look for that
SIM in your device, if your device has been stolen , the SIM changed and then hard reset then you are still protected and
the device will automatically LOCK and send a SMS to the predefined number.

The setupE is encrypted and therefore is safe to keep on your PC for future use.



